ZhuoMai-Portal对接华为me60
1.网络开局配置：在不配置portal认证情况下，用户连上无线能正常上网。
2.portal服务器部署：不开认证情况下用户、me60可以正常互访portal服务器。
3.网络环境为Portal在公网，me60在公网，采用公网对接
4.me60相关配置

Radius模板配置：[image: ]

radisu服务器授权
[image: ]

放行相关配置[image: ]

认证模板绑定以及web、portalserver配置
[image: ]

Web服务器配置
[image: ]

接口开启认证
[image: ]

[bookmark: _GoBack]4.portal配置
Portal对接配置（配图除了设备类型协议不变，ip根据实际场景变化）
[image: ]

Radius设置
[image: ]
5. 认证检测
终端接入认证接口下面,访问qq.com，弹出认证页面，点击一键认证，认证成功，对接完成。
6.增值配置参考: ZhuoMai-Portal服务高级设置.pdf
7.常见故障参考：ZhuoMai-Portal对接使用常见故障大全.pdf
8.典型portal认证配置实例：参考（参考）双击方框内的文字用文本格式打开配置文件。
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acl number 6001
description For DNS-permic

rule S permit ip source user-group pre-ap destination ip-address 112.112.112.112
rule 10 permit ip source user-group pre-ap destination ip-address 112.112.112.113
rule 17 permit ip source user-group pre-ap destination ip-address 112.112.112.114
rule 18 permit ip source user-group pre-ap destination ip-address 112.112.112.115
rule 21 permit ip source ip-address 112.112.112.112 destination user-group pre-ap
rule 26 permit ip source ip-address 112.112.112.113 destinacion user-group pre-ap
rule 31 permit ip source ip-address 112.112.112.11¢ 0 destination user-group pre-ap
rule 36 permit ip source ip-address 112.112.112.115 0 destinacion user-group pre-ap
+

acl number 6102

description FOR->Limit-ileb

rule S permit top source user-group pre-ap destination-port eg wiw

rule 10 permit tcp source user-group pre-ap destination-port eq 8080

rule 15 permit tcp source user-group pre-ap destination ip-address any

rule 20 permit udp source user-group pre-ap

+

acl number 6103

rule S permit ip source user-group pre-ap destination ip-address EE— O

rule 10 permit ip source ip-address NS 0 destination user-group pre-ap
rule 15 permit ip source user-group pre-ap destination ip-address 172.20.254.254 0
rule 20 permit ip source ip-address 172.20.254.25¢ 0 destination user-group pre-ap
rule 25 permit ip source user-group pre-ap destination ip-address 172.17.253.142 0
rule 30 permit ip source ip-address 172.20.253.142 0 destination user-group pre-ap
rule 35 permit ip source user-group pre-ap destination ip-address 172.17.253.141 0
rule 40 permit ip source ip-address 172.20.253.141 0 destination user-group pre-ap
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domain wifi
authentication-scheme radius
accounting-scheme radius
ip-pool wifi
radius-server group wifi
user-group wifi

domain pre-wifi
authentication-scheme none
accounting-scheme none
ip-pool pre-wifi
user-group pre-wifi

domain pre-ap
authentication-scheme defaultd
accounting-scheme defaultd
ip-pool pre-ap
user-group pre-ap
web-server EE—
web-server url hrco://EE—
portal-server EE—
portal-server url htto://E—
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web-auth-server source interface GigabitEthernet2/0/7.60
web-auth-server version v2
web-auth-server EEE— port 50100 key hello nas-ip-address




image6.png
interface GigabitEchernec2/0/8
Pppoe-server bind Vircual-Template 1
undo shutdown

pas

+

access-type layer2-subscriber default-domain pre-authentication pre-wifi authentication force wifi

authentication-method ppp web
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实例me60对接配置.txt


ʵ��me60�Խ�����.txt
HUAWEI>dis cu

#

sysname HUAWEI

#

info-center source DS channel 0 log state off  trap state off

#

router id 172.17.252.251

#

vlan batch 300

#

user-group pre-wifi

user-group wifi

user-group pre-ap

user-group ap

#

snmp-agent trap type entity-trap

#

diffserv domain default

diffserv domain 5p3dbas

diffserv domain 5p3d

#

qos-profile 1m_ap

car cir 1024 pir 1030 cbs 12800 pbs 12800 green pass yellow pass red discard inbound

car cir 1024 pir 1030 cbs 12800 pbs 12800 green pass yellow pass red discard outbound

#                                         

nat instance xjnat

add slot 3 master

nat address-group Nat 111.111.111.111 111.111.111.112

nat outbound 3001 address-group Nat

nat instance Nat

#

radius-server group wifi

radius-server authentication 114.215.153.108 1812 weight 0

radius-server accounting 114.215.153.108 1813 weight 0

radius-server shared-key hello

radius-server retransmit 5 timeout 3

radius-server class-as-car

radius-server source interface GigabitEthernet2/0/7

undo radius-server user-name domain-included

radius-server traffic-unit kbyte

#

radius-server group portal

radius-server authentication 114.215.153.108 1812 weight 0

radius-server accounting 114.215.153.108 1813 weight 0

radius-server shared-key hello

radius-server retransmit 5 timeout 3

radius-server class-as-car

radius-server source interface GigabitEthernet2/0/7.60

undo radius-server user-name domain-included

radius-server traffic-unit kbyte

#

#

radius-server authorization 114.215.153.108 shared-key hello

radius-server authorization 114.215.153.108 shared-key hello

#

#

acl number 3001

rule 5 permit ip source 10.1.0.0 0.0.255.255

rule 10 permit ip source 172.20.0.0 0.0.255.255

rule 15 permit ip source 172.30.0.0 0.0.255.255

#

acl number 6000

rule 5 permit ip source user-group wifi

rule 10 permit ip source user-group ap

#

acl number 6001

description For DNS-permit

rule 5 permit ip source user-group pre-ap destination ip-address 112.112.112.112

rule 10 permit ip source user-group pre-ap destination ip-address 112.112.112.113

rule 17 permit ip source user-group pre-ap destination ip-address 112.112.112.114

rule 18 permit ip source user-group pre-ap destination ip-address 112.112.112.115

rule 21 permit ip source ip-address 112.112.112.112  destination user-group pre-ap

rule 26 permit ip source ip-address 112.112.112.113  destination user-group pre-ap

rule 31 permit ip source ip-address 112.112.112.114 0  destination user-group pre-ap

rule 36 permit ip source ip-address 112.112.112.115 0  destination user-group pre-ap

#

acl number 6102

description FOR->Limit-Web

rule 5 permit tcp source user-group pre-ap destination-port eq www

rule 10 permit tcp source user-group pre-ap destination-port eq 8080

rule 15 permit tcp source user-group pre-ap destination ip-address any

rule 20 permit udp source user-group pre-ap

#

acl number 6103

rule 5 permit ip source user-group pre-ap destination ip-address 114.215.153.108 0

rule 10 permit ip source ip-address 114.215.153.108 0  destination user-group pre-ap

rule 15 permit ip source user-group pre-ap destination ip-address 172.20.254.254 0

rule 20 permit ip source ip-address 172.20.254.254 0  destination user-group pre-ap

rule 25 permit ip source user-group pre-ap destination ip-address 172.17.253.142 0

rule 30 permit ip source ip-address 172.20.253.142 0  destination user-group pre-ap

rule 35 permit ip source user-group pre-ap destination ip-address 172.17.253.141 0

rule 40 permit ip source ip-address 172.20.253.141 0  destination user-group pre-ap

#

traffic classifier pre-ap-deny operator or

if-match acl 6102

traffic classifier portal operator or

if-match acl 6103

traffic classifier permit operator or

if-match acl 6000

if-match acl 6001

#

traffic behavior pre-ap-deny

http-redirect

traffic behavior portal

traffic behavior permit

nat bind instance xjnat

#

traffic policy xijing

share-mode

classifier permit behavior permit

classifier pre-ap-deny behavior pre-ap-deny

classifier portal behavior portal

#

ip pool pre-ap bas local

gateway 172.20.254.254 255.255.0.0

section 0 172.20.0.1 172.20.254.253

dns-server 114.114.114.144       

#

ip pool pre-wifi bas local

gateway 172.30.0.1 255.255.252.0

section 0 172.30.0.2 172.30.3.254

dns-server 114.114.114.144

#

ip pool wifi bas local

gateway 10.1.0.1 255.255.252.0

section 0 10.1.0.2 10.1.3.254

dns-server 114.114.114.144

#

dot1x-template 1

#

aaa

http-redirect enable

local-user huawei password cipher 56ZIIZX=FP$;]DO9UKPI2Q!!

local-user huawei service-type telnet ssh

local-user huawei level 3

authentication-scheme default0

authentication-scheme default1

authentication-scheme default

  authentication-mode local radius

authentication-scheme none               

  authentication-mode none

authentication-scheme radius

authentication-scheme portal

#

authorization-scheme default

#

accounting-scheme default0

accounting-scheme default1

accounting-scheme none

  accounting-mode none

accounting-scheme radius

  accounting interim interval 3

  accounting send-update

  accounting interim-fail max-times 3 offline

accounting-scheme portal

#

domain default0

domain default1

domain default_admin

domain wifi

  authentication-scheme radius

  accounting-scheme radius

  ip-pool wifi                            

  radius-server group wifi

  user-group wifi

domain pre-wifi

  authentication-scheme none

  accounting-scheme none

  ip-pool pre-wifi

  user-group pre-wifi

domain pre-ap

  authentication-scheme default0

  accounting-scheme default0

  ip-pool pre-ap

  user-group pre-ap

  web-server 114.215.153.108

  web-server url http://114.215.153.108

  portal-server 114.215.153.108

  portal-server url http://114.215.153.108

domain ap

  authentication-scheme portal

  accounting-scheme portal

  radius-server group portal

  user-group ap

#

#                                         

multicastbandwidth

#

interface Aux0/0/1

link-protocol ppp

undo shutdown

#

interface Virtual-Template0

ppp authentication-mode auto

#

interface Virtual-Template1

ppp authentication-mode auto

ppp keepalive interval 50 retransmit 4

#

interface GigabitEthernet0/0/0

speed auto

duplex auto

undo shutdown

#

interface GigabitEthernet2/0/0

undo shutdown

#

interface GigabitEthernet2/0/1

undo shutdown                            

#

interface GigabitEthernet2/0/2

undo shutdown

#

interface GigabitEthernet2/0/3

undo shutdown

#

interface GigabitEthernet2/0/4

undo shutdown

#

interface GigabitEthernet2/0/5

undo shutdown

bas

#

  access-type layer2-subscriber default-domain pre-authentication pre-ap authentication ap

  authentication-method web

#

#

interface GigabitEthernet2/0/6

undo shutdown

#

interface GigabitEthernet2/0/7

undo shutdown                            

#

interface GigabitEthernet2/0/7.60

vlan-type dot1q 60

ip address 172.17.253.141 255.255.255.252

#

interface GigabitEthernet2/0/7.252

vlan-type dot1q 252

ip address 172.17.252.251 255.255.255.0

#

interface GigabitEthernet2/0/8

pppoe-server bind Virtual-Template 1

undo shutdown

bas

#

  access-type layer2-subscriber default-domain pre-authentication pre-wifi authentication force wifi

  authentication-method ppp web

#

#

interface GigabitEthernet2/0/9

undo shutdown

ip address 1.1.1.1 255.255.255.224

#

interface NULL0                           

#

interface LoopBack0

description For Management

#

interface LoopBack1

#

l2tp-group default-lac

#

l2tp-group default-lns

#

ip route-static 0.0.0.0 0.0.0.0 1.1.1.1

ip route-static 172.17.0.0 255.255.0.0 172.17.253.142

ip route-static 172.17.252.0 255.255.255.0 172.17.252.254

ip route-static 172.20.0.0 255.255.0.0 172.20.254.254

#

stelnet server enable

ssh user huawei

ssh user huawei authentication-type password

ssh user huawei service-type stelnet

#

traffic-policy xijing inbound

traffic-policy xijing outbound

#                                         

web-auth-server source interface GigabitEthernet2/0/7.60

web-auth-server version v2

web-auth-server 114.215.153.108 port 50100 key hello nas-ip-address

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

authentication-mode aaa

protocol inbound all

user-interface vty 16 20

#

multicast shaping

#

#

local-aaa-server

#

return
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NE40Eportal认证配置.txt


NE40Eportal��֤����.txt
[■■■■■■■■■-NE40E-X8]dis ver

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.160 (NE40E&80E V600R008C10SPC300)

Copyright (C) 2000-2014 Huawei Technologies Co., Ltd.

HUAWEI NE40E-X8 uptime is 312 days, 18 hours, 11 minutes

Patch version : V600R008SPH035

NE40E-X8 version information:



- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -



BKP 1 version information:

  PCB         Version : CR56BKP08B REV C

  MPU  Slot  Quantity : 0

  SRU  Slot  Quantity : 2

  SFU  Slot  Quantity : 1

  LPU  Slot  Quantity : 8



- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

MPU version information:



MPU(Master) 9  : uptime is 312 days, 18 hours, 11 minutes

         StartupTime   2016/08/03   20:55:08 

  SDRAM Memory Size   : 3904M bytes

  FLASH Memory Size   : 32M  bytes

  NVRAM Memory Size   : 4096K bytes

                                          

[■■■■■■■■■-NE40E-X8]dis cu

#

sysname ■■■■■■■■■-NE40E-X8

#

 user-group ligong

 user-group web-before

#

undo telnet ipv6 server enable

#

set neid 3bdecc

#

 service-group portal-group

#

undo set power input-power

#

snmp-agent trap type entity-trap

#

slot 5

 http-reply enable

#

diffserv domain default

diffserv domain 5p3dbas

diffserv domain 5p3d

#

service-template template-default0

service-template template-default1        

service-template template-default2

service-template template-default3

service-template template-default4

#

ip dcn vpn-instance __dcn_vpn__

 ipv4-family

#

service-location 1

 location slot 6 engine 0

#

service-instance-group ligong

 service-location 1

#

nat instance ligong id 1

 service-instance-group ligong

 nat address-group ligong group-id 1 ■■■■■■■■■ ■■■■■■■■■

 nat outbound 3001 address-group ligong

#

 radius-server source interface Eth-Trunk6.6

radius-server group natshell

 radius-server authentication 10.3.15.199 1812 weight 0

 radius-server accounting 10.3.15.199 1813 weight 0

 radius-server shared-key natshell

 radius-server class-as-car               

 radius-server attribute translate

 undo radius-server user-name domain-included

 radius-server traffic-unit kbyte

#

radius-server group zhuomai

 radius-server authentication 10.3.15.197 1812 weight 0

 radius-server accounting 10.3.15.197 1813 weight 0

 radius-server shared-key zhuomai

 radius-server class-as-car

 radius-server attribute translate

 undo radius-server user-name domain-included

 radius-server traffic-unit kbyte

#

#

radius-server authorization 10.3.15.199 shared-key natshell

#

#

acl number 3001

 rule 10 permit ip source 10.49.0.0 0.0.255.255

#

acl number 6000

 description LianTong-NAT

 ■■■■■■■■■

 ■■■■■■■■■

 ■■■■■■■■■......

#

acl number 6001

 rule 5 permit tcp source user-group web-before destination-port eq www

 rule 10 permit tcp source user-group web-before destination-port eq 8080

 rule 15 permit tcp source user-group web-before destination-port eq 8888

#

acl number 6002

 rule 6 permit ip source user-group web-before destination ip-address 10.3.15.197 0

 rule 11 permit ip source ip-address 10.3.15.197 0 destination user-group web-before

 rule 15 permit ip source user-group web-before destination ip-address 127.0.0.1 0

 rule 20 permit ip source ip-address 127.0.0.1 0 destination user-group web-before

 rule 25 permit ip source user-group web-before destination ip-address 219.150.32.132 0

 rule 30 permit ip source user-group web-before destination ip-address 202.99.96.68 0

 rule 35 permit ip source ip-address 219.150.32.132 0 destination user-group web-before

 rule 40 permit ip source ip-address 202.99.96.68 0 destination user-group web-before

#

acl number 6003

 rule 5 permit ip source user-group web-before destination ip-address any

 rule 10 permit ip source ip-address any destination user-group web-before

#

acl number 7000

 rule 6 permit tcp source service-group portal-group destination ip-address 10.3.15.197 0 destination-port eq www

 rule 11 permit tcp source service-group portal-group destination ip-address 10.3.15.197 0 destination-port eq 8888

#

traffic classifier c2 operator or

 if-match acl 6002

traffic classifier deny2 operator or

 if-match acl 6003

traffic classifier portal operator or

 if-match acl 7000

traffic classifier c1 operator or

 if-match acl 6001

traffic classifier UPLimitClass operator or

 if-match acl 3001

traffic classifier ligong operator or

 if-match acl 6000

#

traffic behavior deny2

 deny

traffic behavior UPLimitBehavior

 car cir 512 pir 512 cbs 89600 pbs 179200 green pass yellow pass red discard

traffic behavior portal

 redirect-cpu portal

traffic behavior perm1                    

traffic behavior ligong

 nat bind instance ligong

traffic behavior deny1

 http-redirect plus

#

traffic policy action1

 share-mode

 classifier c2 behavior perm1

 classifier c1 behavior deny1

 classifier deny2 behavior deny2

traffic policy l2-ipoe

 share-mode

traffic policy UpLimitPolicy

 share-mode

 classifier UPLimitClass behavior UPLimitBehavior

traffic policy ligong

 share-mode

 classifier ligong behavior ligong

#

ip pool pppoe bas local

 gateway 10.49.0.1 255.255.0.0

 section 0 10.49.0.2 10.49.255.254

 dns-server 219.150.32.132 202.99.96.68

#                                         

dot1x-template 1

#

aaa

 http-redirect enable

 local-user huawei password irreversible-cipher $1a$@j'].y~]n2$3e"<=$^6_6*MWZ&9F-c52'N/ZDgE/G9}wkT;b=IC$

 local-user huawei service-type terminal telnet

 local-user huawei level 3

 local-user huawei state block fail-times 3 interval 5

 local-user root password irreversible-cipher %$%$*Fm~VXL:Q@gkEk7Kt.&$KI#F5;[H)"VcBPz>,%/>9]}/I#IK%$%$

 local-user root service-type ssh

 local-user root level 15

 local-user root state block fail-times 3 interval 5

 authentication-scheme default0

 authentication-scheme default1

 authentication-scheme default

  authentication-mode local radius

 authentication-scheme radius

 authentication-scheme none

  authentication-mode none

 authentication-scheme zhuomai

 #

 authorization-scheme default

 #

 accounting-scheme default0               

 accounting-scheme default1

 accounting-scheme radius

  accounting start-fail online

 accounting-scheme none

  accounting-mode none

 accounting-scheme zhuomai

  accounting start-fail online

 #

 domain default0

 domain default1

 domain default_admin

 domain pppoe

  authentication-scheme radius

  accounting-scheme radius

  ip-pool pppoe

  radius-server group natshell

  user-group ligong

 domain ipoe

  authentication-scheme none

  accounting-scheme none

  ip-pool pppoe

  user-group ligong

 domain web

  authentication-scheme zhuomai           

  accounting-scheme zhuomai

  radius-server group zhuomai

 domain aut-before

  authentication-scheme none

  accounting-scheme none

  ip-pool pppoe

  user-group web-before

  web-server 10.3.15.197

  web-server url http://10.3.15.197/

  web-server url-parameter

  web-server redirect-key user-mac-address mac simple type1

  web-server redirect-key ap-mac-address apmac

  web-server redirect-key mscg-ip basip

  web-server redirect-key user-ip-address wlanuserip

  web-server redirect-key ssid ssid

  web-server redirect-key mscg-name nasname

  portal-server 10.3.15.197

  portal-server url http://10.3.15.197/

  portal-server url-parameter

  http-hostcar enable

 domain pppoe-zhuomai

  authentication-scheme zhuomai

  accounting-scheme zhuomai

  ip-pool pppoe                           

  radius-server group zhuomai

 #

#

service-policy name portal-policy portal

 service-group portal-group

#

multicastbandwidth

#

interface Aux0/0/1

 link-protocol ppp

 undo shutdown

#

interface Eth-Trunk6

#

interface Eth-Trunk6.6

 vlan-type dot1q 6

 ip address 10.3.15.207 255.255.255.0

#

interface Eth-Trunk6.11

 vlan-type dot1q 11

 description To:ROS01

 ip address 10.3.49.2 255.255.255.252

#

interface Eth-Trunk6.12                   

 vlan-type dot1q 12

 description To:ROS2

 ip address 10.3.49.6 255.255.255.252

#

interface Eth-Trunk6.19

 vlan-type dot1q 19

 description TO_DianXin

#

interface Eth-Trunk6.20

 vlan-type dot1q 20

 description CRCUP

 shutdown

 ip address ■■■■■■■■■ 255.255.255.252

#

interface Eth-Trunk6.49

 vlan-type dot1q 49

 ip address 10.3.49.129 255.255.255.248

#

interface Eth-Trunk6.998

 user-vlan 2 4094 qinq 998

 bas

 #

  access-type layer2-subscriber default-domain authentication pppoe-zhuomai

 #                                        

#

interface Eth-Trunk6.999

 traffic-policy UpLimitPolicy inbound

 user-vlan 999

 bas

 #

  access-type layer2-subscriber default-domain authentication ipoe

  authentication-method bind

 #

#

interface Eth-Trunk6.3481

 user-vlan 3481

 bas

 #

  access-type layer2-subscriber default-domain pre-authentication aut-before authentication web

  authentication-method web

 #

#

interface Eth-Trunk6.3491

 user-vlan 2 4094 qinq 3491

 bas

 #

  access-type layer2-subscriber default-domain authentication pppoe

 #                                        

#

interface Eth-Trunk6.3500

 vlan-type dot1q 3500

 ip address 10.3.50.1 255.255.255.252

#

interface Eth-Trunk6.3501

 shutdown

 user-vlan 3501

 bas

 #

  access-type layer2-subscriber default-domain authentication ipoe

  authentication-method bind

 #

#

interface Eth-Trunk6.3508

 vlan-type dot1q 3508

 shutdown

 ip address 192.168.0.2 255.255.255.252

#

interface Virtual-Template0

 ppp authentication-mode auto

#

interface GigabitEthernet0/0/0

 speed auto                               

 duplex auto

 undo shutdown

#

interface GigabitEthernet5/0/0

 undo shutdown

 eth-trunk 6

 dcn

#

interface GigabitEthernet5/0/1

 undo shutdown

 eth-trunk 6

 dcn

#

interface GigabitEthernet5/0/2

 undo shutdown

 eth-trunk 6

 dcn

#

interface GigabitEthernet5/0/3

 undo shutdown

 eth-trunk 6

 dcn

#

interface GigabitEthernet5/0/4            

 undo shutdown

 bas

 #

  access-type layer2-subscriber default-domain authentication ipoe

  authentication-method bind

 #

#

interface NULL0

#

interface LoopBack2147483647

 description DCN loopback interface

 ip binding vpn-instance __dcn_vpn__

 ip address 128.59.222.204 255.255.0.0

#

l2tp-group default-lac

 tunnel name HUAWEI

#

l2tp-group default-lns

 tunnel name HUAWEI

#

ospf 65534 vpn-instance __dcn_vpn__

 description DCN ospf create by default

 opaque-capability enable

 hostname                                 

 vpn-instance-capability simple

 area 0.0.0.0

  network 0.0.0.0 255.255.255.255

#

ip route-static 0.0.0.0 0.0.0.0 10.3.49.5

■■■■■■■■■

■■■■■■■■■

■■■■■■■■■......

#

undo ssh server compatible-ssh1x enable

stelnet server enable

ssh user root

ssh user root authentication-type password

ssh user root service-type stelnet

#

 traffic-policy action1 inbound

 traffic-policy action1 outbound

#

 web-auth-server enable

 web-auth-server source interface Eth-Trunk6.6

 web-auth-server 10.3.15.197 port 50100 key simple zhuomai

#

user-interface con 0

 authentication-mode password

 set authentication password cipher $1a$nBhZMVsoaC$&%FT2vRN}-Orx#Z}=S~!Sb*k6vtZe9-Y!LBLeBL2$

user-interface aux 0

user-interface vty 0 4

 authentication-mode aaa

 user privilege level 15

 protocol inbound all

user-interface vty 16 20

#

local-aaa-server

#



#

license

 active nat session-table size 8 slot 6 engine 0

#

soc                                       

#

return

[■■■■■■■■■-NE40E-X8]                                         
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